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Todayos Agenda

A Fluke Networks overview

A Evolution of network management and Cisco 10S
Technologies

A Leveraging Cisco IOS Technologies for performance
management:

I NetFlow
i IP SLAs
I Performance Routing

A Open forum discussion
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Who Is Fluke Networks?

A Began as an exploratory business unit within
Fluke Corporation in 1992

I Fluke Corporation has 60 years as world-leader of
electronic test tools

DSP-100

A In 2000, growth and market conditions caused Fluke Net
Fluke Networks to become a separate business

I Fluke Networks and Fluke Corporation are
separate and distinct entities

I Both are part of the Danaher family of companies
(NYSE:DHR)

FI uke Netyv
First Handheld
Network Analyzer
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(l/ bANAHER

Danaher, a diversified technology leader, designs, manufactures, and markets innovative

products and services with strong brand names and significant market positions over 6
strategic platforms

Test & Measurement

Environmental Hand Tools

Motion Medical Product ID
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Fluke Networks Today crsco

PARTMER

Technology
Developer

A Part of a $11B premiere global enterprise
A Continuously profitable company since its inception
A Total annual sales exceed $340M

A Over 800 associates worldwide

T Worldwide Headquarters: Everett, WA

I Major research & development facilities: Colorado Springs, CO; Austin, TX;
Dallas, TX; Duluth, GA; Cincinnati, OH; Bridgewater, NJ; Rockville, MD;
Dublin, Ireland; Bangalore, India; Shanghai, China

I Sales Offices & Associates Worldwide: Extensive operations in Europe,
Asia, Australia, South America and North America

1 Technical Assistance Centers: Everett, WA:; Watford, UK: Rockville, MD
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FIl uke Networ ksodé Core C(C

Enterprise Datacom Communication
Managers Installers Service Providers
Distributed and handheld Copper & fiber cable xDSL qualification
LAN and WAN certification and troubleshooting Process improvement
test and analysis solutions Communication networks testing Access management and testing
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Fluke Networks
Performance Management (PfM)

Overview

A Manage application performance and network
performance in a converged voice/data network

A Broad enterprise visibility, deep analysis and
detailed troubleshooting capability

Value to our customers

A Maximize the value of IT by delivering
superior IT services

A Provide quality end user experience
through:
I Proactive monitoring and management

I Reactive troubleshooting and recovery
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Network Management &
Cisco |IOS Technologies Milestones
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Early Network Management Milestones

Network SNMP v1 NetScout Visual Ganymede
General RFCs RMON Networks Chariot
Sniffer Published Probe ASE

1986 1988 1992 1995 1996

A Hardware probes
A Software agents
A Primarily focused on reactive troubleshooting
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Things Were Changingé

A Evolution from shared to switched media (first Ethernet
switch introduced in 1989)

A Faster speeds and feeds becoming more commonplace
(Gigabit Ethernet standardized in 1998)

A Data volumes and network configurations began to
chall enge the ncapture and a
(MPLS standardized in 2001)

A Processing power of infrastructure devices increasing

A Routers and switches could do more than just route and
switch
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Cisco I0S Technologies Milestones

Response : Optimized
Time igg\af;nce Edge Performance
Reporter Routing  IP SLAs Routing
AA
NetFlow v1 (RTR) Agent (SAA) (OER) (PIR)
1996 1996 1999 2005 2006 2007

A Embedded IOS functionality
A No probes or agents required
A Better suited for proactive performance management
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Cisco I0S NetFlow
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“YOU CAN THINK OF NETFLOW AS A FORM OF TELEMETRY
Wh at I S N et F | O W 7 PUSHED FROM ROUTERS AND LAYER 3 SWITCHES, EACH
- ONE ACTING AS A SENSOR.”

JOHN CORNELL, CISCO IT TECHNICAL STAFF

A NetFlow is a protocol for a router or Layer 3 switch to
guantify the traffic passing through it

I Traffic statistics are locally
stored (cached)

NetFlow Enabled Device

i Traffic statistics can be n snnnnESunnnn
exported to other devices i NetFiow Cache
. . . Source IP address Flow Information Packet Bytes/packet
or app“caﬂons for anaIyS|S Destination IP address | Address, ports... 11000 1528
. Source port

and reportlng mn;u;:zr; Create a flow from
TOS byte (DSCP) the packet attributes
Input Interface

A Applications for NetFlow: Troubleshooting, forensic traffic
analysis, intrusion detection, capacity planning, usage
based accounting, etc.
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NetFlow As a Data Source

A Gr eat data sour ce,

I How do you keep the data for a
meaningful amount of time at a
useful level of granularity?

I How can you easily manipulate this
data to quickly get to what you
need?

I How do you present the data in a
simple, intuitive manner?

Source Addresses
Destination Addresses
Protocols

Source Ports
Destination Ports
Type of Service
Differentiated Service
AS Source

AS Destination
Source Network
Destination Network
In Interfaces

Out Interfaces

Next Hop

Traffic Classes
Identified Applications
Traffic Count

Packet Count




Wh at

Top hosts,
conversations,
protocols

What 0s
happening on
my network
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What ATop No Doesnot T

r

Top hosts,
conversations, < My servers are busy
protocols
Voice
Virus
What 6s r Hacking
happening on 4 Multicast
my network DNS

Peer-to-peer
Worms
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How MySpace Is Hurting Your Network

Social networking sites drive up DNS traffic, bandwidth

Increasingly popular socketworking sites such as MySpace, YouTube and Facebook are
accounting for such huge volumes of DNS queries and bandwidth consumption that carriers,
universities and corporations are scrambling to keep pace.

Sociatnetworking sites create large volumes of DNS traffic because they pull content from all
over the Internet. Most of these sites use cordehvery networks to extend the geographical
reach of their content so users can access it closer to home.

"A single MySpace page can have anywhere from 200 to 300 DNS lookups, while a normal new
site with ads might have 10 to 15 DNS | ookl

"They're making use of an awful lot of short TTLs [time to live values]," Oborn says. "That
increases the load on the DNS servers. The same thing would happen for an enterprise custom:
you see happening on a service provider net

The impact of sociahetworking sites is primarily on carrier and university networks today, but it
Is likely to affect more corporations as they add sewsvorking features to their@mmerce
and intranet sites.

By Carolyn Duffy Marsan, Network World, 06/22/07
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Conversations
fae» 7| ¢ 5 IS
Time Range: :
Source Address:
Dest Applicati
[ ][%< 5% % Results 1 to 233 of 22772 - 2 2 y 7 7 2
Source Address Source App. | Desk, Address # Dest, App. Traffic % of Total Traffic Packets % of Total Packets C t - -
O | 116,32.207.100 | 6000(TCP | 149.153.0.0 1433(TCP (M5 SQL) | 5.33 bps (40 B) 1%, 0,02 fs (1) 1%, O n Ve r S a- I O n S I n
© | 11632207100 | 600OTCP | 149.153.0.1 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1% '
© | 11632207100 | 600OJTCP | 149.153.0.2 1433TCP (M5 S0L) | 5,33 bps (40 B} 1%, 0.02 §5 (1) 1% O N E M I N UT E .
© | 11632207100 | 600OJTCP | 149.153.0.3 1433/TCP (MS SQL) | 5.33 bps (40 B) 1%, 0,02 s (1) 1%,
© | 11632207100 | 600OJTCP | 149.153.0.4 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
© | 116.32.207.100 | 6000/TCP | 149.153.0.5 1433(TCP (M5 5GL) | 5.33 bps (40 B) 1% 0,02 fs (1) 1%,
© | 11632207100 | 600OJTCP | 149.153.0.6 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
© | 11632207100 | 600OJTCP | 149.153.0.7 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
© | 116,32.207.100 | 6000(TCP | 149.153.0.8 1433(TCP (M5 SQLY) | 5.33 bps (40 B) 1%, 0,02 fs (1) 1%,
© | 11632207100 | 600OTCP | 149.153.0.9 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
© | 11632207100 | 6000/TCP | 149.153.0.10 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
© | 11632207100 | 6000/TCP | 149,153.0.11 1433(TCP (M5 SQL) | 5.33 bps (40 E) 1%, 0,02 s (1) 1%,
© | 11632207100 | 6000/TCP | 149.153.0.12 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
O | 11652207100 | 6000/TCP | 149.153.0.13 1433(TCP (M5 S0LY) | 5.33 bps (40 B) 1% 0,02 {5 (1) 1%,
© | 11632207100 | 6000/TCP | 149.153.0.14 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
© | 11632207100 | 6000/TCP | 149.153.0.15 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
© | 11632207100 | 6000/TCP | 149,153.0.16 1433(TCP (M5 SQLY) | 5.33 bps (40 B) 1%, 0,02 {5 (1) 1%
© | 11632207100 | 6000/TCP | 149.153.0.17 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
O | 11632207100 | 6000/TCP | 149.153.0.18 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
© | 11632207100 | 6000/TCP | 149.153.0.19 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
© | 11632207100 | 6000/TCP | 149.153.0.20 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
O | 11632207100 | 6000/TCP | 149,153.0.21 1433(TCP (M5 SQLY | 5.33 bps (40 B) 1%, 0,02 {5 (1) 1%,
© | 11632207100 | 6000/TCP | 149.153.0,22 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
© | 11632207100 | 6000/TCP | 149.153.0,23 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
© | 11632207100 | 6000/TCP | 149,153,024 1433(TCP (M5 5QL) | 5.33 bps (40 E) 1% 0,02 s (1) 1%
© | 11632207100 | 6000/TCP | 149.153.0,25 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
© | 11632207100 | 6000/TCP | 149.153.0.26 1433/TCP (M5 SQLY | 5.33 bps (40 B) 1%, 0.02 J5 (1) 1%
© | 11632207100 | 6000/TCP | 149.153.0,27 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
© | 11632207100 | 6000/TCP | 149.153.0,28 1433/TCP (MS SQLY | 5.33 bps (40 B) 1% 0.02 {5 (1) 1% L eS S t h an 900 K B
O | 116.32.207.100 | 6000/TCP | 149,153.0.29 1433(TCP (M5 SQL) | 5.33 bps (40 B) 1%, 0,02 fs (1) 1%,
© | 11632207100 | 6000/TCP | 149.153.0,30 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
© | 11632207100 | 6000/TCP | 149.153.0,31 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
© | 11632207100 | 600O/TCP | 149.153.0,32 1433/TCP (MS SQL) | 5.33 bps (40 B) 1%, 0,02 s (1) 1%,
© | 11632207100 | 6000/TCP | 149.153.0,33 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
O | 116.32.207.100 | 6000/TCP | 149.153.0.34 1433(TCP (M5 5GL) | 5.33 bps (40 B) 1% 0,02 fs (1) 1%,
© | 11632207100 | 6000/TCP | 149.153.0,35 1433/TCP (MS SQLY | 5.33 bps (40 B) 1%, 0.02 §5 (1) 1%
116,532,207, 100 G000/ TCP 1449.153.0.36 1433/TCP (M3 SOL 5.5353 bps (40 B <1% 0.0z fs(1 1%
o] i TP ) bps (40 B} Is (1)
32,207, 53,0, .33 bps 1% 02 Js <1%
Q 116,32,207.100 G000 TCP 149,153,057 1433TCP (M3 30L) 5.33 bps (40 B) 1% 0.02 /s (1) 1%
116,532,207, 100 G000/ TCP 149,153.0.35 1433/TCP (M3 SOL 5.5353 bps (40 B <1% 0.0z fs(1 1%
o] i TP ) bps (40 B} Is (1)
116 07 100 ENANITCE 149 153 139 1433TIR (M5 501 5 33 hns (40 B 15 nnz i1 12
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Questions To Consider

A How will we use NetFlow-provided data to:

I Solve a current problem?

I Achieve an organizational goal?

I Satisfy an identified need?
A What depth, breadth, coverage is required?
A Is NetFlow available everywhere we need it?
A How long will we need to retain the data?
A Who will use the information?

There Is no one-size-fits-all solution for NetFlow analysis
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NetFlow Tracker

A All of the flows, all of the time:
I Not Top-N limited (Top-N-y)

I Keep real time data at one minute
resolution indefinitely

User-defined data retention and granularity

nSweep and swolev@o from high
summaries right down to individual flows

100% web-based, fully URL controllable
A Supports all major flow types

A Available as an appliance or software only
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